Introduction
The last decade has witnessed a remarkable transition in the penetration of computing and communications concepts into the everyday life of both professionals and the public. It is arguable that no other innovative twentieth century technology (such as radio, television, video recorders, or fax machines) has affected the societal consciousness as rapidly and pervasively as has the Internet and its most famous application, the World Wide Web (1) . As recently as 1990, the Web was unknown and the Internet remained largely the domain of academics, scientists, and government agencies.
The national networking concept had first emerged from government and university research laboratories in the late 1960s, a product of the US Department of Defense Advanced Research Projects Agency (ARPA). Initially conceived as a method for interconnecting military computers so as to share data and computer programs, that early ARPANET (as it was known) was never expected to have the remarkably broad societal impact that we experienced in the 1990s. Nor was there any expectation that the Internet would in time become a commercial entity, having been totally privatized in the United States by April 1995.
The Web was originally conceived in the early 1990s by research physicists who sought a mechanism for sharing publications, including images, on the Internet. It was then rapidly popularized with the introduction of software known as browsers, the first of which (Mosaic) was developed and placed in the public domain by the National Center for Supercomputing Applications in Illinois. These programs, subsequently commercialized by companies such as Netscape and Microsoft, easily allowed even a computer novice to access and share useful information following an intuitive "point and click" navigation method on the computer screen.
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Shortliffe, Fagan, and Yu -3-Today it is rare to see a television commercial that does not provide a Web address for the company; electronic commerce constitutes a multibillion-dollar economy on the Internet; the Web has penetrated the educational system at all levels (including K-12 classrooms in the public schools); and it is common for individuals to turn first to the Internet for information that they once would have sought from friends or from libraries-or failed to find at all.
It is hardly surprising that the Internet and the Web should also begin to affect the health-care system in a variety of ways. Many patients have access to the Web from their home or offices and regularly seek health-related information on the Internet. By late 1998, requests for health information were the most frequent type of network-based query documented by the major Internet search-engine companies. Major resources for health professionals have also become available on the Web, offering marvelous new opportunities for enhanced access to data and information while creating new and challenging issues regarding currency, quality, and confidentiality of information that is distributed by this mechanism. The infectious diseases physician has a wide variety of important resources available to support both research and practice in the field. This chapter provides some suggestions regarding useful starting points and strategies for making the most of the Internet's potential when addressing problems in infectious diseases. Physicians must become familiar with these resources, both because they can enhance the quality of patient care and also because patients and the public are increasingly assuming that health-care providers will be familiar with the information and tools that are now readily available in this networked age.
A Brief Tutorial on the Internet
Like the international telephone networks and the banking infrastructure for electronic funds transfer, the Internet is technically complex. Yet, like the telephone and ATM machines used to access those other networks, the basic user interface for the Internet (and especially the browser concept used for the Web) is simple and requires no detailed understanding of the network's technical underpinnings. A few basic principles can support a robust conceptual grasp of the Internet and the Web; once a user understands these notions, conquering the Internet and the Web can be straightforward.
It often amazes Internet initiates when they learn that no single organization is in charge of the network. The Internet is made possible by collegial agreements on standards for networking connectivity and information exchange; individual networks can connect to the Internet (and access machines on all other networks that are connected to the Internet) if they agree to abide by the standards that assure compatibility. Thus the Internet is actually a "network of networks", with individual networks within organizations, businesses, or geographical regions independently owned and managed.
When information is sent from one machine on the Internet to another (such as a cross-country electronic mail message, or a Web page from a company's server when it is viewed on your desktop personal computer), it is segmented into small pieces of digital information known as packets. One of the clever aspects of the Internet's underlying technology is the notion of packet switching, whereby interconnecting nodes on the Internet can dynamically decide, for each packet in a message, what the instantaneously optimal way is to send that packet to the intended destination. Each packet carries the destination address with it, and even if all the packets in a message take different routes when traveling from one machine to the other, they are appropriately reassembled at the other end. This helps to avoid bottlenecks on heavily used network segments and assures a balanced use of available network connections.
The individual networks in the Internet must use a standard protocol for exchanging these packets of information, and this is known as the Internet protocol, or IP. Coupled with another transmission protocol known as TCP, these two standards are now the dominant communications protocol for all networking. If you hear references to TCP/IP, this is merely indicating that a network has adopted the Internet standard for communications.
If a message is going to move efficiently from one computer to another, often spanning many networks, it is necessary to have a convention for identifying a computer's address on the Internet. To help make this addressing scheme understandable to all Internet users, a naming system has been developed for networking domains. Addresses are broken up with "dots" (or periods) between the increasingly general elements in the subdomain and domain specifications. is trivial to "visit" that site using a Web browser on a machine that has been connected to the Internet. Connections can be achieved through direct wiring to a local area network or by accessing a commercial Internet service provider (ISP) via a telephone modem connection. Most browsers support a type-in field (named "location" or "address") for entering the URL. Once the characters for the URL are typed in and the "enter" key is pressed, the browser starts to communicate with the remote site to obtain the requested information and to display it on your own computer's screen. Access to Web pages can also be simplified by allowing a user to click on an active area or link on one page, which automatically requests the retrieval of the associated page, even if it is on a different computer somewhere else on the Internet.
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Many people are puzzled when they first discover the existence of Web-based search engines such as Yahoo or Alta Vista; they wonder how it is possible to index a vast resource like the World Wide Web. One key is notion is called "web crawling." A web crawler is software that searches the Internet for Web pages, following links on pages exhaustively and analyzing the * All Internet addresses provided in this chapter are valid at the time of writing, but the nature of the Web makes it inevitable that some sites will move to new locations or disappear altogether. The search engines provide a mechanism for locating sites and resources if a cited URL becomes outdated after publication of this volume.
contents of each page to determine the words that occur there. Such crawlers run in the background all the time, constantly updating and expanding the word indices for existing pages on the Web. For example, this process is the basis for the Alta Vista search engine (http://www.altavista.com/).
A second method for indexing information has emerged as well. This involves building a taxonomy of concepts (e.g., a structured description of organizations or diseases) and associating specific URLs with the taxonomy, often through a process of manual review and indexing.
Yahoo has taken this approach, which means that only a small number of the existing URLs have been indexed (see Yahoo Health at http://www.yahoo.com/Health/). In general, if you wish to get focussed information on a well structured concept, such as medical centers in a particular geographic area, it is preferable to go to one of the sites that has used the taxonomy approach. If you are looking for a document that contains multiple concepts that may be obscure, you are better off to search one of the systems derived from the web-crawler approach.
Many people worry about the security of information that is moved over the Internet, but there are a variety of methods for protecting such data. Not only is this issue important for the biomedical community, where confidential patient data are a particular concern, but also in electronic commerce applications, where there is a need to provide consumers with confidence that it is safe to conduct business and provide confidential financial information on the Internet.
The key central notions in networking security are those of encryption (encoding information using secret codes that prevent unauthorized individuals from interpreting the data, even if they manage to "listen in") and authentication (implementing technologies that make it difficult for one individual to access information while pretending to be another individual who may have valid access to that information). An excellent summary of both the technical and policy issues, providing the full text of the paper journal online. Soon most other medical journals interested in their long term survival will follow suit." (8) Publishers are also struggling with the implications of the Internet for monographs and textbooks. Until recently the main method for creating electronic versions of textbooks had been to develop a CD-ROM version combining formatted text files with a search engine that could find sections of the text containing the words or concepts of interest. Typically such CD-ROMs contain a single reference book or occasionally several related textbooks. It was inevitable that electronic textbooks would begin to move to the World Wide Web. Of special interest are websites that provide access to multiple information sources that can be searched in parallel.
Examples of these sites are MD Consult (http://www.mdconsult.com) and Primary Care Online (http://www.lrponline.com).
Electronic versions of textbooks can provide indexing capabilities beyond those available in hardcopy textbooks. For certain areas of medicine where well-structured documents exist, it is possible to define a set of questions that the physician is likely to ask about the document. Once this set of questions is defined, indexers can go line by line through the documents to identify how the text addresses this list of key questions. An infectious diseases book (9) that is being adapted to become an evolving Web resource is based on such an approach (10). The detailed indexing includes key concepts such as the infection being treated, the organism under consideration, and special situations such as drug allergies or concomitant diseases. Figure 2 shows a sample browser screen during a search for the treatment of Eikenella corrodens. On the left portion of the screen are excerpts from the text that match the search criteria. On the right is a section of a chapter with the excerpt highlighted in bold. If the information is not sufficient to answer the question, the system formulates a search query for PubMed that builds on the original textbook search. Future online textbooks will support rich crosslinking inside and between books, advanced indexing and searching of online material, and connections to drug and citation databases to enhance the basic textbook content.
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Generic Web-based resources that are of use to all physicians are of course valuable to infectious diseases practitioners and researchers as well. However, there are a growing number of sites that are specific to problems in infection and communicable disease and that accordingly are of particular value to infectious disease experts. For the infectious diseases physician, the Internet provides a number of new opportunities and advantages, but there are some caveats as well.
-13- Similarly, we can anticipate a role for the Internet in acute crisis management, including such emergencies as domestic accidents with biologicals or terrorist attacks (14) . The communications infrastructure will play a crucial role in allowing coordination among local, state, and federal response teams while also providing a mechanism for specialized expertise to be made available to those on site who may be faced with severe problems in containment and diagnosis. The Internet may augment traditional telephony resources for accessing and dissemination crucial information in such circumstances. Tables 1 and 2 summarizes some additional Internet resources that will be of interest to infectious diseases physicians. AIDS management, emerging infections, and issues regarding vaccination are particularly well covered on Internet sites. The listing here is by no means exhaustive or complete, but it does provide a set of useful starting points for those who may wish to explore the available information that is pertinent to their research or to clinical activities in infectious diseases.
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Looking to the Future
Many Internet users long for the day when their connections to the Web will be faster so that large amounts of information and images will load onto their machines more quickly than is typically possible today. We clearly do need higher speeds (bandwidth), and remarkable changes in technology are occurring regularly to help to satisfy society's appetite for this new
resource. Yet many applications will fail to be effective or accepted if the quality of that bandwidth is also not adequate. Certain critical applications need to obtain guaranteed, reliable transmission speeds, even if they are only needed for a short period of time. And faster connections do not necessarily solve the problems of latency, the inherent delays due to the time influence the global information infrastructure and our ability both to provide advanced healthcare services to others and to benefit from the information and experiences that they will make available to us using the same technologies. International public health stands to benefit greatly from the networking innovations and applications that are already underway. 
